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WHO WE ARE AND WHAT WE DO

Internal Audit Mandate and Charter

The Auditor-Controller is the chief audit executive for the County of Ventura (County) as established by
California Government Code section (§) 26883 and designated by order of the County’s Board of Supervisors
on May 12, 1953, as amended on February 21, 1955.

The purpose, authority, role, and responsibilities of the Auditor-Controller’s Internal Audit Division (IAD) are
established in an Internal Audit Charter as most recently amended and approved by the Board of Supervisors
on December 10, 2024, effective on January 9, 2025. The County Administrative Policy on County Auditing
provides additional guidance on the nature of internal audit activities performed by the Auditor-Controller.

Independence and Objectivity

As an elected official, the Auditor-Controller is independent from the County’s organizational structure, which
allows objective reporting of audit results. The IAD, which operates under the Auditor-Controller in a stand-
alone division and is charged with the responsibility to conduct audits, has no direct operational responsibility
or authority over the activities audited.

Auditing Standards

The IAD conducts audits as specified under California Government Code § 1236. Specifically, audits are
performed in conformance with the Global Internal Audit Standards promulgated by The Institute of Internal
Auditors (The l1A), which became effective on January 9, 2025.

Internal Audit Strategic Plan

The IAD has developed a Strategic Plan to help achieve our mission, realize our vision, and live up to our
values. Following is a summary of the IAD’s Strategic Plan for Fiscal Year (FY) 2024-25 through FY 2028-29:

Mission Vision
The IAD, through cooperation with County The IAD strives to be recognized as a trusted and
management, conducts audits and analyses that proactive partner in promoting a culture of
foster positive change to reduce risk and enhance accountability, transparency, and continuous
the economy, efficiency, and effectiveness of improvement throughout the County organization.
County agencies/departments.

Values

Integrity Excellence
Uphold the highest ethical standards, maintain Commit to quality, continuous learning, and
independence, and be objective in all our professional development to deliver exemplary
activities. services.
Collaboration Innovation
Work together with stakeholders to foster open Embrace technology, data analytics, and industry
communication, build relationships, and achieve best practices to enhance the efficiency and

common goals. effectiveness of audit processes.
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Strategic Areas and Goals
Audits

Strategic Objectives

Conduct audits and analyses that foster positive
change to reduce risk and enhance the economy,
efficiency, and effectiveness of County
agencies/departments.

Control Self-Assessment

. Complete value-added audits efficiently and

effectively.

. Complete audits as required by State

mandates and as presented in the annual
Internal Audit Plan.

. Plan on conducting audits using a risk-based

approach.

Provide agencies/departments with internal control
and Control Self-Assessment guidance, tools, and
feedback.

Employee Fraud Hotline

. Issue updates to Control Self-Assessment

Program materials every 3 to 5 years.

. Provide preliminary feedback on Control Self-

Assessment submittals in a timely manner.

. Validate Control Self-Assessment responses

and summarize the Countywide Control Self-
Assessment Program results efficiently and
effectively.

Responsibly administer the Employee Fraud Hotline.

Audit Monitoring

. Track all complaints until satisfactorily resolved.

Monitor compliance with audit mandates for special
districts and joint powers authorities.

Training and Development

. Ensure that special districts file audits with the

Auditor-Controller in accordance with California
Government Code § 26909.

. Ensure that joint powers authorities file audits

with the Auditor-Controller in accordance with
California Government Code § 6505.

Train and develop staff to increase competencies
and improve performance.

. Comply with continuing professional education

requirements for auditors.

. Encourage knowledge sharing and staff

development.
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PRIOR YEAR PERFORMANCE

Accomplishments

During the prior FY 2024-25, the IAD:

e Issued 17 audit reports containing 38 recommendations to strengthen areas including human
resources practices and administration of various County revenue sources.

e Obtained 87% agreement with departments to implement recommended corrective actions.

e Identified $11,135 in cost savings/avoidance or revenue enhancement opportunities.

e Handled 98 new issues identified through the Employee Fraud Hotline.

e Passed an external quality assurance review with the highest possible rating.
e Implemented The IIA’s new Global Internal Audit Standards.

e Wrapped up the 2020 Control Self-Assessment Program by providing feedback on the final nine
department self-assessments completed during FY 2024-25, validating the internal controls reported by
one department, and issuing the 2020 program summary report.

e Monitored the audits of approximately 100 special districts and joint powers authorities.
Exhibit 1 below summarizes several key IAD metrics over the past 3 years.

EXHIBIT 1
Key IAD Metrics

FY 2022-23 | FY 2023-24 | FY 2024-25
Audit Results
Number of audit reports issued 132 14 17°
Number of recommendations made 87a 35 380
Percentage of recommendations with department agreement 92%: 100% 87%P
Cost savings/avoidance or revenue enhancement opportunities $439,876 $80,178¢ $11,135
Number of follow-up audits completedd 0 3 1
Durlng follow-up audits, percentage of prior recommendations fully N/A 56% 67%
implemented
Auditor Training and Development
Perceqtage of gudltors on June 30 who met contllnumg professmnal 100% 100% 100%
education requirements for the last 2-year reporting period
Percentage of auditors on June 30 with relevant professional 0 , ,
certifications (e.g., Certified Internal Auditor) ek e S

a |Includes one audit outsourced to external auditors that resulted in 61 recommendations
b Includes one audit outsourced to external auditors that resulted in 4 recommendations
¢ Includes cost savings/recovery from the Employee Fraud Hotline

d Includes recurring audits that followed-up on prior audit results
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Status of Prior Year Internal Audit Plan

In our prior FY 2024-25 Internal Audit Plan, we identified a total of 24 engagements that were either in
progress or planned. During the year, we also initiated the 2020 Control Self-Assessment Program summary
report and added seven engagements from our budgeted hours reserve. Exhibit 2 below summarizes the
status of each engagement presented in the prior year’s Internal Audit Plan and added during the year.

During FY 2024-25, 13 (41%) of these 32 prior year engagements were completed, which resulted in 17
reports and 38 recommendations, and 2 engagements were canceled or deferred to future years. The
remaining 17 engagements are in progress.

EXHIBIT 2
Current Status of Prior Year Internal Audit Plan

Engagements Presented in Prior Year Current Status

FY 2024-25 Internal Audit Plan . f;mp'e'edc t | Canceled
: umber of Rec- 0s n or
A0 B RRIE UL S A ommendations | Savings  |Progress | Deferred

Engagements in Progress as of July 1, 2024:
1. Tax Collector: Administration of Business License Revenue 7 $1,502
- Resource Management Agency: Limited Procedures

Regarding Certified Access Specialist Fees 2 $169
2. Health Care Agency: Key Internal Controls over the Revenue 4
Cycle for the Ventura County Medical Centera
3. County Executive Office: Human Resources Practices of the
. , 12
County Executive Office
4. Information Technology Services: Phishing Mitigation — 0

Technical Controls®
5. Countywide: Cash Handling J
- County Clerk and Recorder
- Human Services Agency
- Resource Management Agency

6. Fire Protection District: Reimbursement for Out-of-County
Emergency Assistance

7. County Executive Office: Administration of Court Collections
Services Agreement

8. Airports: Accounts Receivable J

9. Information Technology Services: Data Center Physical
Security

10. Health Care Agency: Picture Archiving and Communication J
System Logical Access

11. Library: Control Self-Assessment Validation® 1

12. Auditor-Controller: FY 2023-24 Internal Quality Assurance
Review of the IAD

13. Public Works Agency: Administration of the Franchise Program J

N | B IW -

$9,464
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EXHIBIT 2 (Continued)
Current Status of Prior Year Internal Audit Plan

Engagements Presented in Prior Year Current Status
FY 2024-25 Internal Audit Plan — fcgmp'eted — | Canceled
a umbper or kec- 0S n or
and Added during kY 2022-25 ommendations | Savings  |Progress | Deferred

Engagements in Progress as of July 1, 2024 (Continued):

14. Information Technology Services: Follow-Up of Disaster
Recovery Plans

15. General Services Agency: Data Center Physical Security
16. Animal Services: Charges to Contract Cities J
Mandated/Required Engagements for FY 2024-25:
17. Treasurer: First Quarter FY 2024-25 Cash Count 0 -
18. Treasurer: Second Quarter FY 2024-25 Cash Count 0 -
19. Treasurer: Third Quarter FY 2024-25 Cash Count 0 -
New Discretionary Engagements for FY 2024-25:
20. County Executive Office: Disability Retirement Procedures J

21. Health Care Agency: Follow-Up of Certification Payments to
Employees

22. Public Works Agency: Change in Director

23. Health Care Agency: Data Center Physical Security
24. Countywide: Agency Backup and Restore Testing Procedures J
Control Self-Assessment Validation Initiated during FY 2024-25:

25. County Executive Office: Summary of the 2020 Control Self-
Assessment Program

New Engagements from FY 2024-25 Budgeted Hours Reserve:

26. Countywide: Administration of Trust Funds

27. Public Works Agency: Follow-Up of Collection of Flood Acreage
Fees

28. Countywide: Unspent Federal Awards
29. Tax Collector: Redemptions

30. Auditor-Controller: FY 2024-25 Internal Quality Assurance
Review of the IAD

31. Assessor: Property Tax Exemptions
32. Probation Agency: Management of Juvenile Accounts

~

&~

NN N NS K

a Qutsourced to external auditors
b Report deemed confidential and not subject to public inspection pursuant to California Government Code § 7929.210 and § 7922.000
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Schedule of 5-Year Prior Audit Coverage

As shown in Exhibit 3 below, 20 (80%) out of 25 agencies/departments have been subject to an audit or other
assurance-type engagement performed or commissioned by the Auditor-Controller over the past 5 years.!
Sixteen (16) (64%) agencies/departments were subject to our audit in the last year alone, with several
agencies/departments subject to multiple audits. Of the 11 agencies/departments considered high risk last
year, 9 (82%) were subject to our audit.

EXHIBIT 3
Schedule of 5-Year Prior Audit Coverage by Agency/Department

A Number of Engagements in Each Fiscal Year
2020-212 | 2021-222 | 2022-232 | 2023-242 | 2024-25°
Agricultural Commissioner 1
Airports
Animal Services
Assessor

Auditor-Controller

Board of Supervisors

Child Support

County Clerk and Recorder
9. County Counsel

10. County Executive Office

11. District Attorney

12. Fire Protection District

13. General Services Agency

14. Harbor Department

15. Health Care Agency

16. Human Services Agency®

17. Information Technology Services

18. Library

19. Medical Examiner

20. Probation Agency

21. Public Defender

22. Public Works Agency

P N[ LN =

24. Sheriff
25. Treasurer-Tax Collector

a|ncludes only the number of engagements completed during the fiscal year

bIncludes the number of engagements both completed and in progress during the fiscal year

¢ Audit issued in FY 2020-21 was conducted of the Area Agency on Aging, which was integrated into the Human
Services Agency effective July 1, 2023

Department risk level based on annual risk assessment: . High |:| Moderate . Low

' This does not include contracted financial audits or engagements performed by other governmental entities.

6
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FISCAL YEAR 2025-26 INTERNAL AUDIT PLAN

Internal Audit Planning Process

Audit Selection

The Auditor-Controller makes the final determination in selecting audits that will be performed. To achieve
optimum utilization of audit resources and support the achievement of County objectives, criteria for selecting
audits include:

—_

Legal mandates and County policy requirements

2. Audit requests (i.e., from Board of Supervisors, County management, Grand Jury, etc.)
3. Risk assessment results
4. Opportunities to improve governance processes, including ethics and information technology governance
5. Financial exposure
6. Potential risk of loss
7. Operating benefit opportunities
8. Changes in operations
9. Date and result of last audit
10. Capabilities of the Internal Audit staff
11. Sensitivity to:
e Mismanagement

Unauthorized use of resources

Erroneous reports of data

lllegal or unethical acts, including risk of fraud or abuse

Adverse or unfavorable public opinion
Audit Survey

Once audit areas are selected, additional subject research (i.e., an audit survey) is performed to assure that
the area warrants an audit. During the survey, objectives identifying areas that could benefit from detailed
evaluation are developed through use of interviews, observations, and limited testing.

When originally included in the Internal Audit Plan, audit areas have not been subjected to an audit survey;
therefore, budgeted time in the Internal Audit Plan is subjective. Once the audit scope has been determined
and field work begins, the time requirements for the audit are established and may differ from the planned
hours in the Internal Audit Plan.
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Risk Assessment

The IAD performs an annual Countywide department risk assessment for audit planning purposes. The
department risk assessment identifies, measures, and prioritizes scheduling of potential audits based on
each agency/department’s level of risk to the County.

Methodology

The department risk assessment performed for the FY 2025-26 Internal Audit Plan was based on the
following measurable criteria gathered by the IAD:

N DD DN DD DN D2 v
2 ON SO ©®»NoAE®N O

© © N o ok =

Budgeted appropriations

Budgeted revenues

Full-time equivalent positions

Fixed assets - equipment and vehicles only

Last audit date

Number of audit recommendations

Number of audit recommendations without agreement to implement corrective action
Need for follow-up audit

Participation in the current Control Self-Assessment Program

Information systems risk assessment results

. Number of Single Audit and Management Letter findings

Last audited as a Major Program in the Single Audit

Number of theft incidents

Number of substantiated Hotline issues

Number of management concerns expressed

Number of audits requested

Number of audit needs identified by auditors

Significance to accomplishment of Countywide Strategic Plan
Number of deputized auditor-controllers

Number of outside bank accounts

. Number of trust funds
. Three-year appropriation/revenue trends
. Budget versus actual expenditures (2 prior years)

Budget versus actual revenues (2 prior years)

The above criteria were used to rank each division-level budget unit within each agency/department on a
scale of 0 to 24 (24 representing highest risk and 0 lowest risk). An overall risk score was then assigned to
areas of high (>=6.4), moderate (>=3.2), and low (<3.2) risk.
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Exhibit 4 identifies each agency/department ranked from highest risk to lowest risk. Departments were placed
in order of the related budget unit with the highest risk level. For departments with multiple budget units, the
related budget unit with the highest risk level determined the department’s rank in the risk assessment. For
example, the Health Care Agency’s Ventura County Medical System budget unit was rated the highest risk

Risk Assessment Results

at 13.1 on the 24-point scale, placing the Health Care Agency at the top of the risk assessment.

Higher
Risk

v
Lower

Risk

EXHIBIT 4

Agencies/Departments by Risk Level

1. Health Care Agency

2. County Executive Office

3. Human Services Agency

4. Sheriff

5. Information Technology Services
6. District Attorney

7. Probation Agency

8. Public Works Agency

9. Fire Protection District

10. Auditor-Controller

11. General Services Agency
12. Harbor Department

13. Agricultural Commissioner
14. Resource Management Agency
15. Public Defender

16. County Clerk and Recorder
17. Treasurer-Tax Collector

18. Library

19. Animal Services

20. Airports

21. Medical Examiner

22. Assessor

23. County Counsel

24. Board of Supervisors

25. Child Support

B High Risk
OModerate Risk
BLow Risk
R S

| 13 |
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Division Organization Chart

The following organization chart represents Internal Audit staff resources as of July 1, 2025.

EXHIBIT 5
IAD Organization Chart

Jeffery S. Burgh, CFE
Auditor-Controller

Barbara Ann Beatty,
CPA, CIA, CFE, CGAP, CRMA
Deputy Director Auditor-Controller

Claire Burdick, CPA, CIA, CFE
Internal Audit Manager

Shannon Perreyclear, CPA, CFE, CISA | Oz Aral, SPC, RTE
Information Systems Auditor | Information Systems Auditor
Nicholis Deem Carlo Aldeguer, CFE
Senior Internal Auditor/Analyst Internal Auditor/Analyst Il
Ruben Alvarez, CFE Dave Waters, CFE
Internal Auditor/Analyst II Internal Auditor/Analyst Il
Ronald Coulter lll, CFE Christina Sibley, CPA
Internal Auditor/Analyst Il Internal Auditor/Analyst Il

Credential Legend

CFE CGAP CIA CISA CPA

Certified Fraud Certified Government Certified Internal Certified Information Certified Public
Examiner Auditing Professional Auditor Systems Auditor Accountant
CRMA RTE SPC

Certification in Risk Certified Scaled Agile Framework Certified Scaled Agile Framework
Management Assurance Release Train Engineer Practice Consultant

10
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Internal Audit Resources

The IAD has been authorized a budget of $1,851,207 for FY 2025-26 that covers the human and
technological resources necessary to complete the Internal Audit Plan. Necessary human resources are
described below while technological resources include electronic working papers and data analysis tools.

Exhibit 6 below shows the number of budgeted positions for the IAD for FY 2025-26.

EXHIBIT 6
Budgeted Positions
Authorized Filled
Position for FY 2025-26  as of July 1, 2025
Deputy Director Auditor-Controllera 1.0 1.0
Internal Audit Manager? 1.0 1.0
Information Systems Auditor 2.0 2.0
Senior Internal Auditor/Analyst 1.0 1.0
Internal Auditor/Analyst Il 5.0 5.0
Internal Auditor/Analyst | 0.0 0.0
TOTAL 10.0 10.0

a Supervisory hours are not incorporated into budgeted direct hours in Exhibit 7 below

Exhibit 7 below shows the number of direct audit and project hours anticipated for FY 2025-26.

EXHIBIT 7
Budgeted Direct Hours
Expected Hours Direct Time Direct
Number of Available Goal Hours
Position Auditors per Auditora per Auditor Budgeted
Information Systems Auditor 2.0 X 1,740 X 70% 2,436
Senior Internal Auditor/Analyst 1.0 X 1,740 X 70% 1,218
Internal Auditor/Analyst || 5.0 X 1,740 X 70% 6,090
TOTAL 9,744

a Based on 2,080 full-time hours less average leave accruals of 340 hours, or 1,740 hours

Indirect project time (30% of hours available per auditor) is planned to be spent on IAD internal projects and
routine administrative functions, including continuing professional education and staff meetings.

11
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Planned Engagements

The following engagements are planned to be initiated and/or completed during FY 2025-26 to support the
evaluation and improvement of the County’s governance, risk management, and control processes. The total
planned hours equal the direct hours budgeted in Exhibit 7 on the previous page.

While not all high-risk departments may be subject to audit in FY 2025-26 due to financial and human
resource constraints, criteria have been established to ensure a reasonable level of high-risk coverage.

The Internal Audit Plan must be dynamic. Therefore, the list of engagements below may require update in
response to changes in the County’s risks, operations, programs, systems, controls, and organizational
culture. Significant updates will result in reissuance of the Internal Audit Plan.

FY 2025-26
Engagements in Progress as of July 1, 2025 Planned Hours
1. Countywide: Cash Handling .........cccovueueiiieieieiccicccecse e 75
2. Airports: Accounts RECEIVADIE..........c.criirieiee s 175
3. Information Technology Services: Data Center Physical Security...........c.cooeivvrniccene. 75
4. Public Works Agency: Administration of the Franchise Program..........c.cccccocovvvviviinnnne, 25
5. Information Technology Services: Follow-Up of Disaster Recovery Plans ......................... 75
6. General Services Agency: Data Center Physical Security............cccoeevinniniicnncnceinn, 250
7. Animal Services: Charges to Contract CitieS..........covvvvvviveiciiesecccee e 50
8. Health Care Agency: Data Center Physical SECUrity..........cccvvvivveceicceee e 150
9. Countywide: Agency Backup and Restore Testing Procedures............ccccovriiivnniniennnnn. 1,600
10. Public Works Agency: Change in DireCtOr ...........ccceuirereeeieieiieeseere e 250
11. Countywide: Administration of Trust FUNAS ..........cccccrmiicciccce e 1,850
12. Public Works Agency: Follow-Up of Collection of Flood Acreage Fees...........c.coovvvurenenee 200
13. Countywide: Unspent Federal AWardS ...........c.cooerrrennieneieee e 1,200
14. Tax Collector: REAEMPLIONS ..........cciiiiiiciieiece et 520
15.  Auditor-Controller: FY 2024-25 Internal Quality Assurance Review of the IAD .................. 400
16. Assessor: Property Tax EXEMPLiONS.........cccoeeerrrireeee e 500
17. Probation Agency: Management of Juvenile ACCOUNES..........cccoviieiiiiiiiiiiicc e, 400
7,795
Mandated/Required Engagements/Projects for FY 2025-26
1. Treasurer: Quarterly Cash COUNES..........ccerririicrrcce e 360
2. CoNtrol SElf-ASSESSMENL ........c.cueuirieirireere ettt enen 600
3. Employee Fraud HOtNE .........coiireecceeeee e 600
4. Monitoring Special Districts and Joint Powers AUthorities ..., 10
O. B0ard Letter REVIEW .........cvuiiiieicicieceee e 2
6. Information Technology Risk Assessment/Audit Plan.............ccccooviinnnccnnnccn, 80
7. Data ANalySiS PrOJECE .....c.oviieieiiece e 160
1,812

12
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FY 2025-26
New Discretionary Engagements for FY 2025-26 Planned Hours
1. County Executive Office: Follow-Up of Information Technology Governance..................... 40
2. Reserve for Requested ENgagements? ... 97
137
TOTAL FY 2025-26 PLANNED HOURS 9,744

Z\While reserve is normally budgeted at approximately 10% of direct hours budgeted, the reserve budget was reduced to 1% for
FY 2025-26 due to lack of available hours.

13
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Future Potential Audit Subjects

The following have been identified as potential audit subjects to be pursued in future years as IAD staff
resources allow. This list is used during the annual audit planning process for the purpose of assisting the
Auditor-Controller in identifying audit subjects to consider bringing forward to the current year's planned
discretionary engagements.

Future

Performance Audits Planned Hours
Airports

1. Lease AdMINISIAtioN .........ccoierees e et 300
Animal Services

1. Recovery of Animal Services Shelter Costs from Contract Cities...........c.cccoervnriirirninns 300

2. Software Database for Inventory of Pharmaceuticals, Microchips, and License Tags........ 300
Assessor

1. Efficiency of Departmental PrOCESSES ........ccoviiriiiiiriririiceiree e 300

2. Fiscal Processes and OVErSIGhL .........cccocciiiiiiiiieieiseiese e 200
Auditor-Controller

1. Auditor-Controller and Tax Collector: Property Tax Refund Process...........cccccouvvvvvvrvrnnnne. 200
Board of Supervisors

1. Credit Card PUIChASES ..o 160
County Clerk and Recorder

1. Elections: Volunteer and Polling Place Training and Procedures.............cooevvrnricinnenns 200

2. Elections: Ballot Counting Process and Results Certification Process ...........ccccccevveieneeee. 300

3. Land Information Records Management System Services ...........cocovvvvverreeserseenenens 200
County Executive Office

1. Management of Workers’ Compensation and 4850 Employee Benefits.............cccevnnee. 300

2. Effectiveness of Labor Relations and Risk Management............cccooviennnccnnnnccnnn, 200

3. County EtiCS Program..........cccvrieiiiniiieeieieisse et 200

4. Auditable Savings from Lean SiX SIgma.........ccccceeeeieeieiieeeeee e 200

5. Enterprise Risk Management ...........ccviiiniiceees e 300

6. Effectiveness and Efficiency of SIRE Agenda System...........cccovvriiinnccnnnccn, 300

7. Health Insurance Premium Payments ..........ccooviiiiniinisece e 200

8. Human Resources Performance ..o 300

- Health Care Agency: Behavioral Health

9. Human Resources and Benefits ComplianCe ............ccoovrrrnsrnisrreereere e 300
10. Oversight/Reporting on Departmental Corrective ACtONS ..........ccoevvvvviievviriieeee, 300
11, Farmworker HOUSING Program..........ccccoiiiiiiiniieeiis e s 200
12.  Controls over Federal Housing and Urban Development Funds ............c.cccocvovnnininnnns 300
13. County Executive Office and General Services Agency: Required Maintenance Activities 300
14. Knoll Drive Homeless Shelter Funding Process and COostS ...........cccoovvevriniveviinvecieeicene, 300

14
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Future
Performance Audits (Continued) Planned Hours
County Executive Office (Continued)
15.  Administration of the Cannabis Business License Program ..........ccccooeionnninnnins 300
16. HOMEIESSNESS SPENAING.......coveviiiereiseee e 300
Countywide
1. Revolving Loan Program Administration.............cceeeiirriiiinseieisssesss e 300

- County Executive Office
- Human Services Agency

2. Capital Projects AmINIStration...........cccoeeeiiiiiiiieiiiecees e 500
- Ventura County Integrated Justice Information System
- Other Information Technology Projects

3. YEar-End SPENnTiNg ......cccvieueiriiriiiieieiseie s 300
4. Efficiency and Cost Effectiveness of Personnel Practices
A. Decentralizing Hiring and Departmental Personnel Representatives’ Responsibilities 500
- Sheriff
- Health Care Agency: Ventura County Medical Center (VCMC)

B. Use of Information Technology Services Versus Departmental In-House Staff ........... 300
- County Clerk and Recorder

5. Fixed Asset ACCOUNEADINIEY ..ot 800

6. Inventory Procurement and Accountability ..........cccoovoeiinniiiiinsee e 800
- Health Care Agency
- Sheriff: Food Services
- General Services Agency: Central Services

7. Appropriate Use of Waiver of Bid ReQUIrEMENTS ..........cccoviiriiiniieeeecs e 300

- Information Technology Services
- Human Services Agency

8. Management of Public Safety OVErtime ..........ccoviiiiiicec e 600
9. Services Provided for and Resultant Charges to Independent Entities.............ccccceverneeee. 500
- Public Works Agency
- Information Technology Services
10. Dependent Eligibility for Health Care BEnefits..........ccocvvveiiieiiiicniiiiiece e, 600
11, Collection AGENCY CONFACES........c.cuiuriiiicieiirieeeir s 600
12.  Achievement of Countywide Strategic Plan............cccovevieiiiciicciiicee s, 600
13. Appropriateness of Budgeted Revenue LeVelS...........cccccceieeicciciciiccecesss s 600

- Tobacco Settlement Program
- Treasurer-Tax Collector

14. Compliance with County Contracting ReqUIrements ............ccooveeennniiensneesiss 600

15.  Employee Reclassifications and Flexible Merit INCreases ..........ocovovvvevvrereienerinenenrnerinene. 200

16. Deferred Maintenance Costs for County ASSEtS........cccceeeeiiiciieiciieseeee e, 400

17. Appropriateness of Using Contractors Versus In-House County Staff.............cccocovrvnennee. 300
- Human Services Agency

18. Cost Effectiveness of Contracted SErviCes..........ouoviriinrininieescee s 300

- Human Services Agency
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COUNTY OF VENTURA, OFFICE OF THE AUDITOR-CONTROLLER
FISCAL YEAR 2025-26 INTERNAL AUDIT PLAN AND REPORT ON PRIOR YEAR PERFORMANCE

Future
Performance Audits (Continued) Planned Hours

Countywide (Continued)

19. Health Insurance Portability and Accountability Act (HIPAA) Privacy Rule Compliance..... 600
- Human Services Agency: Public Administrator
- Health Care Agency: Public Guardian

Fire Protection District

e SN oot 400
General Services Agency
1. Fleet Services Performance and Charges to Departments............ccocovrviceinnnicnnnins 300
2. Contract RENEWAI PrOCESS .........curuiuriiiiriiee ettt 200
3. Vendor Adherence to Price Agreement TEIMS .........ccevivviiiiiieseeieeeee s 200
4. General Services Agency and County Executive Office: Required Maintenance Activities 300
5. Surplus Property Program FOUOW-UD ..o 400
6. JOb Order CONtraCting ........cccueueeiiiiriceieee e 400
7. Progress on Fleet Reduction and Meeting the Future Electric Vehicle Mandate................ 400
Harbor Department
1. Costs Funded by Community Facilities District NO. 4 ...........cccoveeceeicccccccereees 200
Health Care Agency
1. VCMC Allocations and Satellite ClINICS.........ccovuiriiririinirieiserieeeee s 250
2. Ventura County Health Care Plan Rates and COStS ..o, 200
3. Controls over Women, Infants, and Children Program ...........cccccoovvrrnenrnsnecseees 200
4. Behavioral Health Management of Gift Cards for Clients ..........ccoovevvriviivsicecie, 200
5. Behavioral Health Fiscal and Staff Management.............ccoovvvviiiriccccceceec e 300
6. VCMC Accounts Payable ..o 200
7. VCMC COlIECHONS .....eeieieeeieieeeieie et eeen 250
8. VCMC Hospital Replacement Wing Project Contract Compliance............cccoeeeeererernnnee. 300
9. Behavioral Health Rehabilitation Center Contracts.............coevvvrrnrrnnsrs e 300
10. Mental Health Services Act Program Spending............cccocevrniininnncessnesceseises 200
11. Behavioral Health Medi-Cal Site Certification Process ............cccouivrrnninesnnncsnsns 200
12.  Allocation of Staff Time to Federal Grants............ccocvvirernneeiencce e 300
13. Behavioral Health Contracts with Mental Health Service Providers............ccocovvrnnerenee. 800
14. Patient Billing Department ..o 300
15.  Electronic Tracking of CONtractS...........ccceveeicicieecsceecee e 300
16. Behavioral Health Controls over Mental Health Service Provider Costs............cccccovvuenee. 400
17.  340B Drug Pricing Program ComplianCe............cceurniinniicersse e 250
18. Allocation of Costs Across Health Care Agency Budget Units...........cccoovvvviriiiiieciicine, 300
19. Reconciliation of Cerner Revenue to the Ventura County Financial Management System 300
20. Public Guardian Internal Controls and Caseload Management............cccccvviennniicenn, 300
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COUNTY OF VENTURA, OFFICE OF THE AUDITOR-CONTROLLER
FISCAL YEAR 2025-26 INTERNAL AUDIT PLAN AND REPORT ON PRIOR YEAR PERFORMANCE

Performance Audits (Continued)

Human Services Agency

Future
Planned Hours

1. NOt-for-Profit CONtraCting.........covvueveiririicceisee s 200
2. Public Administrator Internal Controls and Caseload Management.............ccccccovevcernnnnee. 300
3. Area Agency on Aging Fiscal Processes and Oversight.............cccocceeecneciencicicnscienene, 300
4. Certification Process of FOSter Parents ............cccoeeerrnncneeecee e 300
Information Technology Services
1. Administration of Property Tax Assessment and Collection System Budget...................... 300
Public Works Agency
1. Uniform Construction Cost ACCOUNEING ........ccceurueieriiieiceceeee e 160
2. Integrated Waste Management: Administration of Recycling Programs...........ccccccoeveee. 200
3. Application of Special ASSESSMENTS ........c.ceeieiiiereriieiceee e s 200
- Watershed Protection District
4. Waterworks Districts Charges and Collections............cccccoeveeviieieniiiiccse e, 400
- Waterworks District 38 Lake Sherwood
5. Support for Payments t0 CONractors ..........ccoveevioerrni i 200
6. Simi Valley Landfill FEe REVENUE .........c.ov v 300
Resource Management Agency
1. Environmental Health Operations.............ccoeererrreeeieceeceeeee e 200
2. Hazardous Material Inspections and Billings ............cccceiirneiininiseeincece e 300
Sheriff
1. Charging of Imprisonment and Transportation Costs (GC 36903 and 26747).................... 200
2. Controls over Seized or Forfeited ASSELS ........ccoviirereee e 200
3. Property/Evidence Room ACCOUNADIlItY..........c.cviiieeeiieininiiecre e, 200
Treasurer-Tax Collector
1. Tax Collector and Auditor-Controller: Property Tax Refund Process...........ccocoovirivininene. 200
2. Internal Controls over Wire Transfers ... 200
29,470
Information Technology Audits
1. Artificial Intelligence GOVEIMNANCE ..o 800
2. Asset Management
A, DeSKIOPS/LAPIOPS ...vevvveeiecietetecs et et 800
B. MODIIE DEVICES.......eeieeeieeeeise et 800
- Human Services Agency
- Probation Agency
C. Network Connected Medical DEVICES .........ccceueurerrrrnieeeee e 300
D. Servers and NetWOrk DEVICES..........ccuiururirniiieisreces s 800
3. BAGGE ACCESS ....eoviiiiee ettt 300
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COUNTY OF VENTURA, OFFICE OF THE AUDITOR-CONTROLLER
FISCAL YEAR 2025-26 INTERNAL AUDIT PLAN AND REPORT ON PRIOR YEAR PERFORMANCE

Future
Information Technology Audits (Continued) Planned Hours
4. Change ManagemeNt............coiiiiriiiriiiieisise ettt s s 300
5. Continuity of Operations Plan (COOP) ..o 800
6. Cybersecurity Risk Transfer and Mitigation Strategies...........cccocovvvversccscececee, 300
7. Data Lifecycle Management
AL ACCEIA ... 300
B. Labor Collection and Billing (LCAB).........ccccouirrieriririesnre e 300
C. Ventura County Financial Management System (VCFMS) ........ccccoovvvviiviiisieicine, 300
D. Ventura County Human Resources/Payroll System (VCHRP).........ccocovvvnnicinns 300
8. Disaster Recovery — Backup and Recovery Management............ccocoeevrniecinnnniccenn, 300
9. Disaster Recovery Plans — Countywide Administration ..............cccoevevvcnvcsseeceee 800
10.  Efficiency IMProVEMENT ..o 300
11. End User Computing Device ASSESSMENT .........cciurririiiiirirriiee e 300
12. Europay, Mastercard, and Visa (EMV) Transaction Compliance.............c.cccoeovvnieinninenes 800
13, FIF@WAI POICY.....cvivieiece et e 300
14, Legacy SYSIEM REVIEW ..ot 300
15. Logical Access Review
AL ACCRIA ... 300
B. Geographic Information Systems (GIS) .........cccovvvviiiscees e 300
G LCAB ..t 300
D. MiCroSOft QULIOOK .........cueueiririieirieiiieeets s 300
E. Picture Archiving and Communication System (PACS) .......ccccoovevveescesecceies 300
B SEIVICENOW. ....ceieeciccce ettt nes 300
G VCFMS ..ot ettt 300
H. VOHRP ... 300
| Water and Sanitation Supervisory Control and Data Acquisition (SCADA) System..... 300
16.  Patch Management ..........c.o o 300
17. Payment Card Industry (PCI) Data Security Standards............ccccoceerrvinininiiiciisice, 800
18. Penetration/Vulnerability Test Result Validation ..., 300
19. Phishing Mitigation: Security Awareness Training and TeSting .........ccccovveevrnnieicinnnns 300
20. Post Implementation REVIEWS .........cccirrriirice s 300
21. Post-Quantum Cryptography REAAINESS .........cviirririririieicers e 300
22. Privileged ACCESS REVIBW........c.oviiiciiiriisiciees e 300
23. Review Of ACHVE DIFECIOTY ... 300
24. Security Incident Management and Intrusion Detection/Prevention System....................... 300
25. Software Licensing Validation............ccocciieiiiiii i 800
26. Systems Development LIfECYCle ..o 300
27. User Access Review
AL GIS bbb 300
B. VCFMS ..ottt 300
G VCHRP ..ttt 300



COUNTY OF VENTURA, OFFICE OF THE AUDITOR-CONTROLLER
FISCAL YEAR 2025-26 INTERNAL AUDIT PLAN AND REPORT ON PRIOR YEAR PERFORMANCE

Future

Information Technology Audits (Continued) Planned Hours
28. Vendor ManagemeNnt ..........ccouiieeeiiisieee sttt sttt sttt 800
29. Video Conferencing Service CONraCES..........ccovriiiriirniiceers e 800
30, VIrtUGl SEIVEI USE ..ottt 300
31. Website and County Social Media REVIEW ...........cccceeieueieieeceecceeceeeesees e 800
20,100
TOTAL FUTURE PLANNED HOURS 49,570
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